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1 Overview @ ) T’SAX H

1 Overview

1.1 Purpose

Welcome to TISAX, the Trusted Information Security Assagsaxchange.

One of youmpartners requestedhat you proveyour information security management complies with a defined level
according to the requirements of th#/DA Information Security AssessmérVDA ISAAnd nowyou want to know
how to fulfilthis request.

The very purpose of this hahdok is to enable you to fulfjlour partners requestc or to have an edge bgnticipating
it before anypartnerasks for it.

This handbooklescribes the steps you need to take passinghe TISAX assessmenttiior sharingyour assessment
result with yourpartner.

To establish and maintaien information security managemenystem (ISM3% already a complex task. Proving to
your partnerthat your information security management is up to the job adds even momplexity. This handbook
won't help youmanagingyour information securityHowever it aims to make the work of proving your efforts to your
partneras easy for you as possible.

1.2 Scope

This handbook applies to all TISAX processes that you may be part of.
It contains all you need to know to run through the TISAX process.

The handbook offers some advice on how to deal with the information security requirements at the core of the
assessment. But it does not aim to generally educate you on what you needidopdss the information security
assessment.

1.3 Audience

The main audience of this handbook a@mpanieghat need or want to prove a defined level of information security
management according to the requirements of téDA Information Security Assessme(\{DA ISA)

As soon agou areactively involved in TISAX processgsuwill benefit from the infornation provided in this
handbook

Companies that are requesting their suppliers to prove defined levels of information security management will
benefit, too. This handbook allonthem to understand whatheir suppliess are required to do to fulftheir request.

1.4 Structure

We begin with ariefintroduction of TISAX. Then we immediatstgrt with instructions on HOW to do things. The
primary focus in the fitssections is on acticoriented content. You will find all yaweed to get through the process
in the order you need to know it.

The estimated reading time for the documen#i590 minutes.

! Verband der Automobilindustrie e. V. (VDWips://www.vda.de
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1.5 How to use this document

Sooner or lateyou will probablywant to understand most of what is described this documentFor a proper
preparation we recommied reading the entire handbook.

However, we structured the handbook along the three main steghe TISAX process. Thus, you can pick the section
you currenlly need and read the rest later.

The handbook uses illustrations belp you improve youunderstanding. Often, the colours in the illustrations carry
supportivemeaning. Therefore, we recommend eitheading the document on screen or as colour hambpy.

We appreciate your feedbacK.you think anything is missing in this handbook or is not easy to understand, please
don't hesitate to let us knowwWe and all iture readers of this handbook wile thankful foryour feedback.

f”é Please note:

5 “ . .

2,,,,; You can downloathe most current version of our handboaln our website at:
Zi2 https://enx.com/tisax/tisaxen.html#registrationrd ¢ ¢ L { | - t F NGAOA LI yiG |}y
right)

Direct PDF download:
23 https://enx.com/tisax/files/downloads/TISARarticipantHandbookcurrent.pdf

If you already used a prior version to the TISAX participantdbook, youmay findsomehelpfulnotes at the end of
the document in the sectiod8 Documenthistoryé on pagel00.

1.6 Contact us

We're hereto guide you through the TISAX process tmdnswer ay questions youmay have
Snd us an email at tisax@enx.com

Orgive usacall at: +49 69 98669277

You can reach us during regular business hours in Gerrharg+01:00

We spealkitz English an@® German.

1.7 The TISAX handbook in other languages

The TISAX handbook is also availab™i@German

You can download th&erman versiomn our website at:

= https://enx.com/tisax

Direct PDF download:

= https://enx.com/tisax/files/downloads/TISAXeilnehmerhandbuch.pdf
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2 Introduction

Thefollowing sectiors introducethe TISAX concept.
If you are in a hurry, you can skieem and start right awawt sectionéd.3 Registration preparatiofion pagelé.

2.1 Why TISAX?

Or rather, why are you here?

For answeringhis questionwe start with some general thoughts about doing business in general and protecting
information in particular.

Imagine youpartner. He has confidential information. He wants to share it with his supgl@u. The cooperation
between you and youpartner creates value. The information yopartner shares with you is an important part of this
value creation. Thus, he wants to protectjipropriately And he wants to be suttbat you are handlinchis

information with the same due care.

But how can he be sa that his information is in good hands? Efn'tjust ébelievet you. Youmpartner needsto see
some proof.

Now there are two questions. Who defines whisecure handling of information means? And next, how do you
prove it?

2.2 Who defines what Gecuredmeans?

Neither yourpartner nor you are theonly ones facing these questions for the first time. Almost evesyhas to find
answers to themand most of the answers will share similarities.

Every time you would have to independently create a solution for anaomproblem,a standard way of doing it
takes off the burden of creating everything from scratéfhile defining sstandard is a huge effarit is made only
once andhe followersbhenefit every time.

There are surely different views of what's the right thing tofdioprotectinginformation. Butdue to the
aforementioned benefitsmost companies settle on standards. A standard is the condensed form of all proven and
time-tested best practices for a gm challenge.

In your casestandards like ISEC27001 (about informatiorsecuritymanagement systems, ISMS) and their
implementations establish a stataf-the-art way of how tosecurelyhandle confidentiainformation. Such a standard
saves you from hawg to reinvent the wheel. More importanstandardsprovide acommon basis when two
companies need to exchange confidential data.

2.3 The automotive way

By nature, industryindependent standards are rather designed as-sieefits-all solutions than tailoredlo specific
needs of automotive companies.

Already a long time ago, the automotive industry formed associations whose aimsareng otherg; to refineand
define standards that care for themore specific needs. Th&erband der Automobilindustrég(VDA) is one of them.
Within the working group that deals with information security, several members of the automotive industry came to
the conclusion that they have similar needs to tailor existing information security management standards.
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The result of tleir joint efforts is a questionnaire that covers the automotive industwidely acceptednformation
security requirements. It is called t¥DA Information Security Assessmef\{DA ISA).

With the VDA ISA we now have an answer to the questisho defnes what securenean®¢ Through the VDA, the
automotive industry itself offers this answer to its members.

2.4 How to prove security efficiently ?

While some companies use the VDA ISA just for internal purposes, others use it to assess the maturity of the

information security management of their suppliers. In some of those cageslfeassessmeritwas a sufficient basis
for the business relationshig-or certain cases however, companies conducted a complete assessment of their

supplier's information security management (includingsite audits).

Along with a generally increasing awareness of the need for information security management and tliingprea
adoption of the VDA ISA as a tool for information security assessments, more suppliers were facing similar requests
from different partners.

Thosepartnersstill applied different standards and had varyingmpins on how to interpret them. Buhe suypliers
essentially had to prove the same things, just in different styles.

And the more suppliers were requested by theartners to prove their level binformation security management, the
louder the voices grew that complained abaepeatedefforts. Showing one auditor after the other the same
information security management measures is simply not efficient.

What can be done to make this more efficient? Watldt help if the report of any auditor could be reused for
different partners?

TheOEMSs anduppliersin the VDA working group that is responsible for maintaining the VDA ISA listened to their
supplier's complaints. Now they offenanswerfor their suppliers as well as for all other conmges in the
automotive industry tahe questiondHow to prove security?

Theansweris TISAX, short fdiTrusted Information Security Assessment Exchange
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3The TISAX process @’ T’SAX

3  The TISAX process

3.1 Overview

The TISAX processuallf starts with one of youpartnersrequestingyou to prove alefined level of information
security management according to the requirements of A Information Security Assessme(\DA ISA)To

comply with that requestyou have tocomplete the 3step TISAX process. This section gives you an overview of the
steps you need to take.

The 3step TISAX process consists of the following steps:

See 1 N Sicr o
REGISTRATION Assessuenr -

Figurel: TISAX process overview

1. Registration

We gather information about your company and what needseqhrt of the assessment.
2. Assessment

You go through the assessment(s), conducted by one of our H&#edited audit providers.

3. Exchange
You share your assessment result withuypartner.

Each step consists of sigbeps. These are outlindd the three sectiondelow and described in detail in their
respective sections further down

Please note:

While we would certainly like to give you a hint on how long it will take yayetojour TISAX assessment
result, we kindly ask for your understanding that this is not possible for us to forecast this in a reliable
The total duration of the TISAX process depends on too many factors. The wide variance of compan'
assessmenbbjectives and the respective readiness of an information security management system m
this impossible.

However, TISAX defines a maximum duratiomafe months for theentire TISAX assessment process

2You may want to consider going through the TISAX process aseaptive step. Some companies do this in order to be better
prepared. Already being TISAXsessed may mean a much shorter onboarding period and thus may give yogeaoved notyet-
TISAXassessed competitors.
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3The TISAX process @i T’SAX

3.2 Registration

Your first step is the TISAX registration.

The main purpose of the TISAX registration is to gather information about your company. We use an online
registration process to help you provide us this information.

It is the prerequisite for all subsequentegis.It is subject to a fee.

During the online registration process:

A We askyoufor contact details and billing information.

A You have to accept our terms and conditions.

A Youcandefinethe scope of your information security assessment.

For a direct starwith this step please refer to sectiot¥ Registration (Stefp)¢ 2 y 13.JF 3 S

The online registration process is described in detail in seéddOnline registration proces®n page38. But if you
want to start right away, please go &iE https.//enx.com/tisax/tisaxen.html#registration

3.3 Assessment

Your second step is going through the information security assessment.
There are four sulsteps:
a) Assessment preparation

You have to preparthe assessment. To which extent depends on ¢herent maturity level of your information
security management system. But your preparation has to be based on the VDA ISA catalogue.

b) Audit provider selection
Once you are ready for the assment, you have to choose one of our TKaéetedited audit providers.
¢) Information security assessmes)

Youraudit provider will conduct the assessment based on an assessment scope that maioheartner's
requirements. The assessment process wileast consist of the initial audit.

If your company does not pass thesessmentight away, the assessment process maguire additional steps.
d) Assessment result

Once your company passed the assessment, your audit provider will provide you the oféx reportYour
assessment result will also receive TISAX $bel

Formore information abouthis step pleaserefer to sectionds AssessmentStep2)¢ 2 y 44.J- 3 S

3.4 Exchange

Your third and last step is to share your assessment result withpartimer. The content of th@ISAX repolis
structured inlevels You can decide up to which level ygartnerwill have access.

jqcL{!- froStaé¢ INB I O2yOSLIi (2 &adzYYINRI S &2dNJ I aaSsamySyi
¢5.4.13TISAX labets 2 y 7dfdr AdBe details.
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3The TISAX process @i T’SAX

Your assessment resus valid for three years. Assuming you are still a supplier of paunerthen, you will have to
renew your assessment result by following thet8p process agafn

Formore information abouthis step please refer to section6 Exchange (Step) on page81.

Now that you have a fundamentalea what the TISAX process looks like, you will find instructions on how to
complete each step in the next sections.

*You only need to take most of registration steps once when you start as a TISAX participant. When you renew your assessment
result, you only need to update and confirm your registration data.
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4  Registration (Step 1)

The estimated reading timef the registration section i30-40 minutes.

4.1 Overview

The TISAX registration is your first step. It is the prerequisite for all subsequent steps.

The following sections will guide you through the registration:

1. We start with explaining an essentiaw term

2. Then we advise you on what you should do topbeparedfor the online registration process.
3. Next, we guide you through thenline reqistration process

4.2 You are a TISAX participant

Let us first introduce a new term that is necessary to understand. So far, you have basothkeré. You are here to
fulfil a requirement of youtcustomek. TISAX itself however does not redlifferentiate between these two roles.
For TISAX, everyone who registered éparticipang. Youg as well as youpartner ¢ gparticipatet in the exchange of
information security assessment results.

TISAX

ZE‘afmaAnou

Figure2: Register to becoma TISAX participant

To reflect the two roles from the beginning, we refer to you, the supplieéaasve participant. We refer to your
partner asépassive participarit As arvactive participand you get TISAX¥ssessed and you share your assessment
result with other participars. Thedpassive participaritis the one who requested that you get TIS#9$essed. The
Opassive participaritreceives your assessment result.

REQUESTS ASSESSHMEMT ThoMm

T

Fassve Acnve
PARTICIPANT PARTICPANT

77&1)( Asesrb

SHARES RESULT YITH

Figure3: Passive participant and active participant

Any company can act in both roles. You might share an assessment result withaytmer, while at the same time
requesting your own suppliers to get TIS#ssessed.
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4 Registration (Step 1) @ J T’SAX R

Your cusromee
= PASSIVE

Jou SHARzZ
WITH CUSTOMER

TASSIvE PACTICIPAMT

SHARES QITH you

Your oun

SUMrLIER
= ACTIVE

Figure4: TIX participant can be active and passive at the same time

Requesting your own suppliers to get TIS¥&Xessed may even be especially advisable if your own suppliers are
handling your partner's confidential information, too.

4.3 Registration preparation

In this sectiorwe giveyou recommendations on how tareparefor the registration We describelte registration
process itself in detail in secti@d.5Online registration proceg®n page38.

Before you start going through our online registration processstrenglyrecommend
A gathetingsome irfiormation in advance
A and alreadytakingsome decisions

N\
N
N
N
Ny

Ao
N -
Aovaaand

Please note:

If you are a partner of Volkswagé&@ AudiAGor Porsche AGand iféoperational services GmbH & Co.éK
started the assessmeietween the yeas 2015 and 2017, you can transfer yaolkswayen legacy
assessment resudto TISAX.

N
3
N
3

For instructions on how to trigger the transfer, please refer to sealib8 AnnexeVolkswagendgacy
assessments 2y 949.Jr 3 S
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4 Registration (Step 1) @ J T’SAX H

4.3.1 The legal foundation

Typicallyyou need to sign two contracts. The first contract you enter is betw@enand ENX Association: TRHEHSAX
Participation General Terms and Conditi®(EISAXarticipantGTG). The second contract is between you and one of
our TISAXaccredited audit providerdor the registration, we will only look at the first one.

The TISARarticipantGTG govern our mutual relationshigpnd your relationship with other TISAX participaftsey
definethe rights and duties foall of us. Besides the usual claugesi will findin most contractsthey definethe
handling of the infomation exchanged and obtained during the TISAX praoedstail A key objective of thee rules
is to keep TISAXsessmentesults confidentialAs allTISAX participants are subject to the sanmles, youcan expect
appropriateprotection of your TISAdssessmentesultby your partner(in his role as passive participant)

Quite early in the online registration process will askyouto accept the TISAKarticipantGTG. As this is a real
contract, we recommendeadingthe TISAX Participai@ TG before starting the online registration process. One
reason is that depending on your role in your company, you nagglto obtain a clearance from an internal or
external lawyer.

You can download théTISAX Participation General Terms and Condéfarsour website at:

ZiE https://enx.com/tisax/tisaxen.html#registration

Direct PDF download:

gE https://enx.com/tisax/files/downloads/ENXISAXParticipationGTCsurrent.pdf

= http://www.enx.com/tisax/files/downloads/ENX ISAXParticipationGTCDEENcurrent.PDF

.ﬁ Importantnote:
The TISARarticipantGTCs are in English German translatiors available, butiuring the online
registration process yohave to accept the English version.

During the online registration processe will ask youto checktwo mandatory checkboxes:
C We accept the TISAX Participation General Terms and Conditions

C We confirm knowledge of Applicant's release of Audit Prowderofessional duties of secrecy acc. to Sec. 1X.5. and
X.3 of the TISAX Participation General Terms and Conditions;

We have the secongheckbox because some of our TIS&Eredited audit providers are certified public accountants.
They have special reqaiments regarding professional secrecy. You may want to pay special attention to those
clauses before checking the box.

If you usually requira nondisclosure agreement (NDA) between you and anyone who handles confidential
information, we kindly ask yoto check the respective sections in our GTCs. They should address all your concerns.

Concluding the legal section, we ask for your understanding that the system depends on esageping the same
rules. We therefore can't accept any additional gené¢eamns and condition

®We will publish changes our GTCs on the ENX portal and notify registered contacts.

® This also applies to all other additional agreements (e.g. codes of conduct).
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4 Registration (Step 1) @ J T’SAX H

4.3.2 The TISAX assessment scope

In the second step of the TISAX process, one of our H&&dited audit providers wilonductthe information
security assessment. He needs to know where to start and where to stop. That's why you need to define an
gassessment scoge

Thedassessment scogalescribes the scope of the information security assessment. Simplified, every part of your
company that handles confidential information of yqartneris part of the assessment scope. You can consider it a
major element of the audit provider's task description. It dictates what the audit providedsto assess.

The assessment scope is imfaott for two reasons:

a) An assssment result will only fulfifour partner's requirement if the respective assessment scope covers all parts
of your company that handlpartnerinformation.

b) A precisely defined assessment scope is an essential prerequisiteemingful cost calculations by our TISAX
accredited audit providers.

.ﬂ Importantnote:
If your company has an I8BC27001 certificationTheR S T A y A (i NIBAX ags@ssnieft Scépimdthe
scope definitiorrequired for the ISO/IEC 27001 certificat havea similar coverage. The difference is tha
in TISAX the scope is predefined.

4.3.2.1 Scope description

The scope description defines thesessment scope. For the scope description, you have to choose twe sifope
types:
1. Standard scope
2. Custom scope
a) Extended scope
b) Narrowed scope

4.3.2.2 Standard scope

The standard scope description is the basis for a TISAX asses®tinemtTISAX participantsly accept assessment
results based on the standard scope description.

The standard scope description is predefiragtt you can't changat. If for any reason you want to use a custom
scope description, you can choose to either extend or narrow the scope of your assessment.

A major benefit of having a standard scope is that you don't have to come up with your owiticiefin
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4 Registration (Step 1) @ J T’SAX H

This ighe standard scope descriptién

The standard scope comprises all processes and involved resources at the sites defined below that are subject to
security requirements from partners in the automotive industry. Involved processes and resanctude collection
of information, storage of information and processing of information.

Examples for involved resources: Work equipment, employees, IT systems including cloud services such as
infrastructure/ platform/software as a service, physicagsitrelevant contractors

Examples for sites: Office sites, development sites, production sites, datasentr

We strongly recommendhoosinghe standard scopeAll TISAX participants accept information security assessment
results based on the standard g
4.3.2.3 Custom scope

The standard scope is what almost all TISAX participants choose. However, in certain circumstances you may need to
choose ecustomscope.

EXTEMDE D Scors

STAvDARD  Scors

Figure5: Scope typesxtended scope, standard Scope, narrowed scope

a) Extended scope

You can extend the scope. An extended scope contains MORE than the standard scope. The audit provider will do
more checks. This may be relevant if you want to use your TISAX assessment for internal purposes or outside of
the automotive industry.

An extended scope always includes the standard soOfiger TISAX participants will still accept the assessment
result.

While the standard scope has a predefined description, you need to write your own custom scope description if
you need an extended scep

b) Narrowed scope

You can narrow the scope. A narrowed scope contains LESS than the standard scope. The audit provider will skip
certain checks.

If you have locations that belong to different assessment scopes and whidensees at a particular si{gsuch
as a data centre), you may use a narrowed scope for teesdcesThus,a TISAXaccredited audit provider can
easily reuse the assessment result of Hegvicés narrowed scope.

As for the extended scope, you need to write your own custom scoperigéien if you need a narrowed scope.

" This is the standard scope description in version 1.0. We added versimtagse we may updatbe descriptionin the future.
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4 Registration (Step 1) @ J T’SAX H

Here is an example of a narrowed scope description:

Physical security, resources anadpesses of the part of the data ceathat are used to fulfil services of
Company X

.ﬂ Important note:

An assessment with a mawed scope won't receive TISAX labeWe therefore generally advise
aganst choosing a narrowed scogamainly because other participantsually don'taccept
assessment results with narrowed scopes. Please consultpastirer before choosing a narrowed
scope.

4.3.2.4 Scoping

Your next task after defining the scope type is to decide which localtielasg tothe assessment scope.
If your company is smaliKe one location), this is an easy task. You simply add lpmationto the assessmenscope.
If your company itarge you should consideegistering more than one assessment scope

Having a single scope that contains all your locations has advantages:

A You have one assessment report, one assessment result, one expiration date.

A You can benefit from reduced costs for the assessment becali$8Axaccredited audit provideonly has to
assesyour central processes, procedures and resources once.

But a single scope may have disadvantages like:

A The assessment result is only avaiabncethe TISAccredited audit provider has assessddocations. fis
fact may be relevant if yourgentlyneed an assessment result.

A The assessment result depends on all locations passing the assessment. If just one location fails, youevan't hav
positive assessment resuft.

4.3.2.5 Scopetailoring

The question whether to have just one scope or several scopes is one that only you can answer. But answering the
guestions in the following diagram may help you decide.

B6. ¢ A& 82dNJ O2YLI y& o
° TISAX labetsare a concept to summarize your assessment result and are the output of the TISAX process. Please refer to section
65.4.13TISAX labeds 2 y 7afdlr mAdBe details.

19 A workaround for this is to: a) remove the location from the scope, b) solve the issues, c) add the location afterwaads with
scope extension assessment
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EACH oTHeR,
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| YES

Srer ¢ Do A SITES SAes THE
SAME ASSESSHENT oB)seTivE (1. & Mo
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TRoTECTION LEVEL €

e

Ewp : K=6isTER ASSESSMENT ScoPs

Your REGISTERED ASSESSMEMT SKOPE
SHOULD COMSIST oF THE REMANING
LoCATION(T).

Figure6: Scope tailoring decision tree

Please note:

Don't let this decision intimidate yotY.ou can changeng scope as long as tlaeidit provider didn't
conclude theassessment.

For example, during your assessment preparation you may find that the scope dd#screntd change it
accordingly. Or your audit provider may recommend changing the scope during the earlier stages of
assessment.

Please noteAddingto the scope increases the fead you won't get a refund if you removecationsfrom
the scope.

4.3.2.6 Smpe locations

Now that you have decided which locations are paftyour assessment scope, you can continue gathering some
locationspecific information.

TISAX Participant Handbodk. Page21 of 100



4 Registration (Step 1) @ J T’SAX H

For each location we ask for information like company name and address. We also ask for someahddfitionation
that allows our TISAXccredited audit providers to get a better idea of your company structure. Your answers will be
the basis of their effort estimations.

Please prepargourselfto provide the following details for each of your locations

Industry

This form considers additional information about the industry your company is
working in you need to provide for this specific location/company, if this
location/company is within the assessment scope.

Please Note:
Several selections possible.

Research and development
Vehicle Testing

Vehicle Simulation
Prototype Construction
Miniature Car Models
Development Services

CAx Development Services
Production

Production Services
Contract Manufacturing
Shop Floor

Logistics

Sales and aftersales
Import, NSC

Dealership
Financial Services
Insurance

Claims Settlement
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IT

IT Services
Telecommunication Services

Software Development

Media
Marketing

Agency

Printing Services
Photography
Translation Services

Management

Consulting

Other
Industry - Other

Please note:

(ENX TISAX

[
; 7
2,,, 2 Select to the best of your knowledgghere is no right or wrong when selectifigm the options abovelf

you can't find a option that matches youtype ofbusinessjust enter the appropriate option under

6OtherE.

Further Information About the Location

This form considers additional information about your employees working at the
main scope company/site you need to provide for this specific location/company, if
this location/company is within the assessment scope.

Site Type *

Information about the site of the main scope company (several selections possible).

Passive Site Protection *

Does the location have passive site protection (e.g. fences, gates)?
® No U Yes

Employees at site *

Employees in IT*

Employees in IT-Security *

TISAX Participant Handbodk.
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4 Registration (Step 1) @ J T’SAX H

Employees in Site Security *

existing Certification ISO 27001
existing Certification SOC2
existing Certification ISAE 3402

has the following other existing Certification details

Figure7: Details of every scope location

For each locatioyou have to specify docation namé. The purpose of the location name is to make it easier to refer
to the location when you assign them to an assessment scope.

We recommendassigning locations names based on the following pattern:

Pattern: [Geographical referende

Example: F2N) GKS FAOGAGAR2dza O2YLIl yeé da!/ a9k
A FErankfurt

(for alocationin the German city Frankfurt)

4.3.2.7 Scope name

For eachscopeyou haveto specify aéscope namé. The purpose of the scope nanwetd make it easieto refer to the
scope inevery TISAXelated communication(e.g.with your TISAccredited audit providgr

You can specify any name you waBtit you shouldn'tassign the same scope name for more thawe gcope.

When you latewant to renew your TISAX assessmeydu need to create a new scope (possibly identical to the
current scope). We therefore recommend adding the year of the assessment to the scope name.

We recommendassigning scope names basedtbe following pattern:

Pattern: [Geographicabr functionalreferencd [Year of the assessmegnt
Examples: F2NJ 0KS FAOGAGA2dza O2YLI yeé 4!/ a9é
A 2019

(without geographical reference if your company has just one location)
A Frankfurt2019

(for a scope with all locations in the Germstate of Lower Saxony)

A Germany2019
(for a scope with all locations in tlwwuntry Germany)

A EMEA2019 ) o
(for a scope with all loations in theregion9 a 9! 0 a9 dzNRB LJISX aARRE S

(functionalreferencefor a scope with all locatioriavolved in developing prototypgs
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4.3.2.8 C(Contacts

For ourcommunicatiorwith you, we collect information about contactsyour company.

(ENX TISAX

We ask for at least one contact for your company as TISAX participant in geneoalesfod eachassessmenscope.
You have the option to provide additional contacts.

During your registration preparations you should decide who in younpany will be a contact.

We ask for the following contact detailthe red asterisk* indicates mandatory informatioim the online procegs

Contact detail Mandatory?

Example

Salutation Yes

Mrs., Mr.

Academic degree

Dr., Ph.D., other

First name Yes John

Family name Yes Doe

Job Title Yes Head of IT

Role Yes ClO, ISMS manager, other
Department Yes Information Technology
Phone number Yes +49 69 986692777

Mobile number

Email address Yes

john.doe@acme.com

Country Yes

Germany

Preferred language

English(default)

Other languages

German, French

Additional address
information

Baloo Plaza, 2nd floor

Address identifier

HPC 1234

Street and number Yes Bockenheimer Landstral3e @B
Postal code Yes 60325

City Yes Frankfurt

Country Yes Germany

Tablel: Contact details

.ﬁ Importantnote:
We recommend assignirag least one deputy for each contadt.a contact is temporarilynavailableor

leaves the companyhere's someonelsewho can manage your company's participaata.

If youneedto assign a new contact (without any other remaining valid contacts), you have to ggtheou
complex process. Our process ensures that only persons who are legally allogghidor the company
can approve of assigning a new main tzah.

TISAX Participant Handbodk.
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4.3.2.9 Publication and sharing

The main purpose of TISAX igtlish your assessment restidt other TISA¥articipantsand toshareyour
assessment result with your partr(si

You cardecide about the publication and sharing of your assessment reghkr during the registration process or at
any time later.

If you are going through the TISAX process as @puativestep,you can already decide to publish your assessment
result to the community of TISAX participants. Otherwikere is nothing to peparefor at this stage.

If your partnerrequestd you to go through the TISAX processuneed to share your assessment ressdoner or
later. You can alreadghare status information witlgour partner during the registratior©Once your assessment result
is available, your partner withen automatically hae the permission to accesd'it

There are two things you nedd share status information

1. Your partner's TISAX Participant ID
The TISAX Participantitizntifies your parter as a TISAX participant.
Usually, your partner should provide you RiSAXarticipant ID.

For your convenience, our registration form provides a ddogvn list of Participant IDs for some companies that
frequently receive shared assessment restfts.

But if your partner is a large OEM, sometimes departments communicate the requirement to getalSssXed
while not knowing their own company's Participant LDn such cases you caontact us We can provide you the
Participant 10of your partner.

2. The required sharing level
The sharing levalefinesthe depth to which your partner can access your assessment result.

Either your partnerequests aspecificsharing level. Or yobave to decide upo which level you want to grant
accesgo your assessment result for your partner

For more informatioron sharing levels, please refer to sectié5Sharing levels 2 y 82J 3§

So you may want to make sure you have this infornmatio

“s 7 Please note:

F B 7

A =2 A You can always decide to publish your assessment result later.
A You can alwaysreate asharing permissiofor your partner later.

.ﬂ Importantnote:
If you don't publish youassessment resutir don't shale it, no one can segour assessment result

.ﬂ Importantnote:
You can't revoke any publication or sharing.

C2NJ RSGFAf A LY $MReBnarviedd exthdnged ieSifsizny282. 0163 §

" please note that currently your partner is not automatically informed about new permissions. You may want to notify your
partner once your assessment result is available to him.

!21f you want to be onhat list, pleasecontact us
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For more information on publishing and sharing your assessment result, pleas¢astctiond6é Exchange (Step)¢
on pages1l.

4.3.3 Assessment objective

You have talefine your assessment objectii@ during the registration procesbhe assessment objective determines
the applicable requirements that your information security management system (I8A48) fulfil. The assessment
objectiveis entirely based on the type of data you handle on behalf of pawiner.

In the following setions we describe the assessment objectives and provide advice on how to select the right
assessment objective(s).

The use of assessment objectives makes the Fi€ladéd communication with your partner and our TIS#c¢redited
audit providers easier batise they refer to a defined input to the TISAX assessment process.

Please note:

n

2,,2 Some partners may request you to get TI@AXessed with a certat@assessment levé(AL)instead of
specifying an assessment objectitFr more information on assessmdatels, please refer to section
(4.3.3.6Protection needsind assessment levélgsubd SOGA 2y & ! RRA{ dndahe8s. Ay

4.3.3.1 List of assessment objectives

There are curretly ten TISAX assessment objectives. You have to select at least one assessment objective. You can
select more than one.

You can considgrour assessment objective the benchmark for your information security management system. The
assessment objective &key input for the TISAX process. All Ti&&Xedited audit providers base their assessment
strategymainlyon the assessment objective.
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Thecurrent TISAX assessment objectives are:

(ENX TISAX

No. |Assessment objective Abbreviation
1. Information with highprotection needs Info high
2. Information withvery high protection needs Info veryhigh
3. Connection to 3rd parties with higbrotection needs Con high
4, Connection to 3rd parties withery high protection needs Converyhigh
5. Data protection Data
According to article 28Processa) of the European General Data Protection Regulg
(GDPR)
6. Data protection withspecialcategories of personal data Speciabata
Accading to article 28@Processa) with special categories gersonal data as specifie
in article 9 of the European General Data Protection Regulation (GDPR)
7. Protection of prototype parts and components Proto parts
8. Protection of prototype vehicles Proto vehicles
9. Handling of test vehicles Test vehicles
10. | Protection of prototypesduring events and film or photshootings Events + Shooting

Table2: ThecurrentTISAX assessment objectives

Example: If yoare conducting test drives on public rogdben the assessment objective No.cBlandling otest
vehicleg isone of your assessmenbijectives.
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4 Registration (Step 1) @ J T’SAX H

For some of thdollowingillustrations we will use a table representation of ttes TISAX assessment objectives.
Furthermore, we will shorten the long forms fan easier visual representation.

Figure8: TISAX assessment objectives (table representation, long and short forms)

Aﬂ Important note:
Within TISAX, théassessment objectiéds generally the process input. However, some partners may
request you to get TISAassessed with a certatmssessment levé(AL).

For more information on the relationship betwe@notection needsand assessment levels, please refer t
sectiond.3.3.6Protection needsnd assessment levélsn page33.

4.3.3.2 Assessment objectives and VDA ISA

Each assessment objective maps to a criteria catalogue of the VDA ISA.

Example: Botliinformatiorg assessment objectives with high or verglhprotection needsnap to the criteria
cataloguedinformation Security of the VDA ISA. The Exshketis the same for both assessment objectivésu can
distinguish theprotection needghigh, very high) on the basisthie description of each requireemt (under the
respective subheadingAdditionally in case divery) high protection needs; see sectiorts.2.2Understand theVDA
ISAdocument 2y 48J 3 S

For further background information on the TISAX assessment objectives regarding their relationship to the VDA ISA
criteria catalogues and the assessment levels, please refer to setibr2 Understand theV/DA ISAlocument 2 Y
page48.
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